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Abstract

The escalating frequency and sophistication of cyberattacks has driven growing interest in machine-learning-based
intrusion and threat detection systems that learn from network and endpoint telemetry across many organizations.
Centralized training pipelines, however, require member organizations to pool raw security logs into a shared repository,
an arrangement that is frequently prohibited by data-protection regulation, competitive concerns, and the sensitivity of
breach-related information. This paper presents FedShield, a federated learning framework that enables geographically
distributed Security Operations Centers (SOCs) to collaboratively train a shared threat-detection model while keeping raw
traffic and log data confined to each participant's own infrastructure. FedShield combines a hybrid convolutional-recurrent
local detector, a secure-aggregation protocol built on pairwise masking, and a differential-privacy mechanism applied to
client updates to bind the information that any single gradient contribution can reveal about a participating organization's
network. A gradient-similarity filter is further used to down-weight or exclude poisoned or anomalous client updates before
aggregation, mitigating model-poisoning and label-flipping attacks that federated settings are known to be vulnerable to.
FedShield was evaluated in a simulated consortium of up to 100 client organizations using partitions of the CIC-1DS2018
and N-BaloT traffic datasets under non-independent and identically distributed (non-11D) data conditions. The framework
reached 97.3% detection accuracy with a 2.6% false-positive rate after 40 communication rounds, within 1.1 percentage
points of a centralized baseline trained on pooled raw data, while local-only client models trained in isolation plateaued at
88.2% accuracy. Under a differential-privacy budget of epsilon equal to 4, FedShield retained 94.1% accuracy, illustrating
a favorable privacy-utility trade-off. The aggregation was also poison resistant, making successful label flipping attacks
less than 4% compared to 41% success when using the original aggregation. These findings suggest that federated learning,
with secure aggregation and calibrated differential privacy, provides a feasible approach to sharing cross-organizational
threat intelligence that respects data sovereignty and regulatory requirements while maintaining detection performance
comparable to centralized approaches.

Keywords: Federated Learning; Privacy-Preserving Machine Learning; Cyber Threat Detection; Differential Privacy;
Secure Aggregation; Intrusion Detection Systems.
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1. Introduction

1.1 Background: The Escalating Cyber Threat Landscape

Digital infrastructure is now interdependent, and it has grown in most industries, making the attack surface larger for cyber
adversaries. The average time to detect a network intrusion has been reported to be in the order of weeks, not hours, and
increasingly the attackers are using techniques specifically designed to circumvent signature based defenses, including low-
and-slow reconnaissance, lateral movement and polymorphic malware [1]. Machine-learning based intrusion and threat
detection systems have been seen as a potential solution, as they are able to learn statistical signatures of malicious activity,
which goes beyond the fixed signatures found in legacy security appliances [2].

The diversity and amount of data fed into a learning-based system is one important factor in determining the accuracy of
the detection. Models trained on network logs of one organization only tend to have poor generalization to new or regionally
different attack campaigns because a single organization’s network traffic only includes those attacks that it has experience
of. Multi-company training of a detection model in which multiple companies, government agencies or managed security
providers train the model on their combined telemetry may significantly increase coverage and decrease false negatives
[3]. However, in actual practice, such collaboration has not been happening, owing to the need to share sensitive operational
data.

1.2 Limitations of Centralized Threat Detection Systems

The traditional threat detection for multi-organizations is the central aggregation method, in which participating
organizations send raw or lightly anonymized logs, flow records or packet captures to a common analytics platform that
trains one model on the aggregated data. This is a simple architecture but has three structural disadvantages.

Raw security telemetry is very sensitive. Internal topology, business relationships, user behaviour and even an as yet
undetected breach can be observed through network flows and system logs. Sharing such information beyond the
boundaries of an organization exposes them to legal liability under data protection laws like the GDPR or industry-specific
data protection law that applies to financial or healthcare data, and it could also breach contractual confidentiality clauses
with clients [4].

Second, if you have a centralized data lake, it's a pretty good single point of failure. A successful breach of the aggregation
platform would be particularly damaging, as it brings together the sensitive information of many organizations, potentially
compromising the security position of all of them at once.

Third, centralized pipelines do not help to move the data around, and you have to normalize it across the various logging
formats of the data; you then have to keep it within an agreed governance policy; all these activities delay participation and
reduce the number of organizations - most notably, in the same industry, competitors - willing to join a common defense
effort. These constraints encourage the pursuit of a training paradigm that is collaborative and doesn't involve the extraction
of raw data from its point of origin.

1.3 Federated Learning as a Privacy-Preserving Paradigm

Federated learning (FL) is a distributed machine-learning paradigm where multiple clients train a shared model by only
sharing model parameters or gradient updates locally [5]. In a typical FL round, the global model is sent to a subset of
clients, local model training is done on their local data, and the local model is sent back to the central coordinator, which
then combines the local models (usually by taking a weighted average of the locally trained models) to form an improved
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global model. FL's nature is well-suited to the confidentiality and data-sovereignty needs of cybersecurity partnerships, as
raw data never leaves the client.

However, FL does not ensure privacy; there are attacks to leak details about the training data using the gradients of model
updates, such as membership-inference attacks [6] or gradient inversion. Two complementary techniques are therefore
widely used in conjunction with the basic FL protocol. Secure aggregation is an aggregation technique in which the
coordinator only receives the sum of client updates but never their own update. Differential privacy (DP) guarantees that a
single training example (or, in this context, a single client) will not have too much influence on the aggregated model by
adding calibrated noise to the update process [8]. When FL is used in conjunction with secure aggregation and DP, an
organization can collectively gain advantages from a shared threat-detection model while not sharing raw logs or becoming
uniquely identifiable, based on their contribution, within the system.

1.4 Problem Statement

While there have been studies on federated learning for various cybersecurity applications, many proposals suffer from
several practical limitations. Most prototypes assume independent and identically distributed (11D) data among clients,
which is also not realistic as different organizations are exposed to different threat mixes, network architectures and traffic.
Several systems also omit an explicit defense against Byzantine or poisoning clients, leaving the aggregation process
vulnerable to a minority of malicious or compromised participants who can inject mislabeled updates to degrade the global
model or implant a backdoor. Furthermore, the interaction between differential-privacy noise and detection accuracy is
frequently reported only qualitatively, without a systematic sweep of the privacy budget that would let a deploying
organization make an informed trade-off. Finally, few studies report communication-efficiency and scalability figures for
consortium sizes approaching real-world information-sharing communities, which commonly involve dozens to hundreds
of member organizations. These gaps motivate the design of a framework that jointly addresses non-l11D data, poisoning
resilience, a quantified privacy-utility trade-off, and scalability.

1.5 Research Objectives

1. To design a federated learning architecture, FedShield that enables multiple security operations centers to jointly
train a shared cyber threat detection model without transmitting raw network or log data.

2. Tointegrate a secure aggregation protocol and a differential-privacy mechanism into the federated update pipeline,
providing formal bounds on the information leakage attributable to any individual client.

3. Todevelop a gradient-similarity-based filtering mechanism that detects and down-weights poisoned or anomalous
client updates prior to aggregation.

4. To evaluate FedShield under realistic non-1ID data partitions and quantify the accuracy, communication-
efficiency, privacy-utility, and poisoning-resilience trade-offs relative to centralized and local-only baselines.

5. To characterize the scalability of the proposed aggregation pipeline as the number of participating client
organizations increases toward consortium-scale deployments.

2. Related Work

2.1 Machine Learning for Intrusion and Threat Detection

Many researchers have used supervised and unsupervised machine learning techniques for network intrusion detection. In
the early studies, classical classifiers like decision tree, support vector machine, and random forests were used to classify
handcrafted flow-based features from data sets like NSL-KDD and CICIDS [9]. Recent research has shifted to deep learning
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techniques, such as convolutional neural networks (CNN) for processing packet-images and recurrent networks for
modeling the temporal structure of connection sequences, and has demonstrated significant improvements in detection
performance over traditional approaches on more recent datasets like CIC-IDS2018 [2] and N-BaloT [10]. All of these
studies indicate that the quality of the model is strongly influenced by the variety of attacks included in the training set;
this is a strong argument for collaborative or multi-source training strategies.

2.2 Federated Learning: Foundations and Systems

The simplest protocol used by the federated averaging (FedAvg) algorithm proposed by McMahan et al., is to take the
locally computed gradients and average them at a coordinating server, and it has been shown to work effectively when the
client data is not 11D for the task of predicting the next word in a keyboard [11]. Subsequent surveys have explored the
wider design landscape of federated learning, such as the compression schemes that are communication efficient,
personalization strategies for heterogeneous clients, and the open systems and statistical client heterogeneity challenges
[12]. Bonawitz et al. presented a practical secure-aggregation protocol in which a server can sum up the client updates
without witnessing any update contribution even if there is a client drop-out [13]. These basic contributions are the basis
for the algorithms that most domain specific federated systems are built on, such as the system proposed in this paper.

2.3 Federated and Privacy-Preserving Approaches to Cybersecurity

There are an increasing number of studies that now focus on federated learning for intrusion and malware detection. Nguyen
et al. introduced DIoT, a federated anomaly-detection system for 10T device fingerprinting which trains per-device-type
models collaboratively across households, avoiding sharing raw traffic [14]. Rahman et al. examined federated intrusion
detection using recurrent architectures and reported accuracy close to centralized training on simulated multi-site network
data, while noting a lack of formal privacy guarantees in their aggregation step [15]. On the privacy side, Abadi et al.
introduced differentially private stochastic gradient descent (DP-SGD), which clips and perturbs per-example gradients
with calibrated Gaussian noise to provide a formal (epsilon, delta) privacy guarantee, and this mechanism has since been
adapted to the federated client-update setting [16]. Separately, the robustness literature has documented that federated
aggregation is susceptible to model-poisoning and label-flipping attacks from a small fraction of malicious clients,
motivating Byzantine-robust aggregation rules such as coordinate-wise median and trimmed-mean averaging, as well as
similarity-based outlier filtering [17].

2.4 Research Gaps

Despite this progress, several gaps remain unaddressed in the existing literature. First, most federated threat-detection
prototypes are evaluated under simplified 11D data splits rather than the strongly non-11D distributions that arise when
different organizations face different attacker populations and network compositions. Second, formal differential -privacy
guarantees and their empirical utility cost are frequently reported only at a single operating point, rather than as a systematic
trade-off curve that would guide deployment decisions. Third, poisoning-resilience is often evaluated in isolation from
privacy mechanisms, even though noise injection for privacy can interact with - and potentially mask - the statistical signals
that poisoning-detection filters rely upon. Fourth, few studies report end-to-end scalability results for consortium sizes
exceeding a few dozen simulated clients, leaving open questions about the practicality of the approach for larger
information-sharing communities such as sector-specific Information Sharing and Analysis Centers (ISACs). The
framework proposed in this paper, FedShield, is designed to address these four gaps jointly within a single evaluated
architecture.
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3. Proposed Methodology

3.1 System Overview

FedShield is organized as a cross-silo federated learning system in which each client corresponds to a distinct organizational
Security Operations Center (SOC) holding its own labeled or weakly labeled network telemetry. A coordinating
aggregation server - which may itself be operated by a neutral consortium body such as an ISAC rather than any single
member - orchestrates training rounds, applies secure aggregation and poisoning filtering, and distributes the resulting
global model back to all participants. No raw packet captures, flow records, or log entries are ever transmitted beyond the
boundary of the organization that generated them; only model parameter updates, protected as described in Section 3.3,
cross that boundary.

Each training round proceeds in four stages: (i) the server samples a subset of available clients and broadcasts the current
global model weights; (ii) each selected client performs several epochs of local training on its own labeled traffic; (iii) each
client clips and perturbs its local update and submits it through the secure-aggregation channel; and (iv) the server
aggregates the received masked updates, applies the similarity-based poisoning filter, and updates the global model. This
repeats until the global model is converged or a certain amount of communication time is used up.

3.2 Local Threat Detection Model

Each client receives a hybrid detector that is a one dimensional convolutional feature extractor and a gated recurrent layer.
The convolutional stage operates on a fixed-length window of per-flow statistical features (packet-size distribution, inter-
arrival timing, protocol flags, and byte-count ratios), capturing local correlations among adjacent features, while the
recurrent stage models the temporal evolution of consecutive flows within a session, which helps distinguish multi-stage
attacks such as reconnaissance followed by lateral movement from isolated anomalous connections. A fully connected
classification head maps the resulting representation to a probability over benign traffic and a fixed taxonomy of attack
categories.

Local training on client k minimizes a standard cross-entropy loss Li over its own labeled examples using mini-batch
stochastic gradient descent:

Where wy(t) denotes the local model parameters at local step t and n is the learning rate. Several such local steps are
performed before the resulting weights are submitted back to the aggregation server for the current communication round.

3.3 Privacy-Preserving Aggregation Protocol

Two complementary mechanisms protect the confidentiality of each client's contribution during aggregation. First, a
pairwise-masking secure-aggregation protocol is used: before submission, each client blinds its update with random masks
that are shared pairwise with other selected clients and that cancel out exactly when all updates are summed, so that the
server can only recover the aggregate sum of updates and never an individual client's plaintext contribution, even if it
colludes with a subset of clients. Second, before masking, each client clips its update to a bounded norm and adds calibrated
Gaussian noise, following the differentially private aggregation approach:

Wi = clip(wy, C) + N(0,5%C?) 2
Where C is the clipping norm bound and ¢ is the noise multiplier that jointly determine the (epsilon, delta) privacy guarantee

afforded to each client's contribution under the moments-accountant composition across communication rounds. The global
model at round t+1 is then produced from the weighted average of the protected client updates:
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w(t+1) = Jx(u/n) - wi(t +1) ©))
Where ny is the number of local training examples held by client k and n is the total number of examples across all clients

selected in that round. A higher value of ¢ gives higher privacy level, but results in a less useful model, as shown empirically
in Section 5.4.

3.4 Poisoning-Resilient Update Filtering

The aggregation server applies a simple similarity-based filter before performing the averaging, as a subset of the
participating organizations could be compromised, or they could update the model incorrectly due to misconfiguration or
perhaps intentional model-poisoning. For every update received, the server calculates the cosine similarity to the
coordinate-wise median of all received updates in the same round, and down-weights updates that fall below a similarity
threshold by directly scaling their deviation instead of throwing them away, allowing for the propagation of some signal of
updates from clients whose data, while legitimately unusual (non-IID) is not malicious. Algorithm 1 summarizes the
resulting end-to-end aggregation round.

Algorithm 1: FedShield Secure and Robust Aggregation Round

Input: Global weights w(t), client set S(t), clip norm C, noise scale o, similarity threshold t

Output: Updated global weights w(t+1)

Server broadcasts w(t) to all clients in S(t).

FOR each client k € S(t) IN PARALLEL DO

wi(t+1) <« Local Train(w(t), D) // Eq. (1)

wi(t+1) « Clip(wi(t+1) — w(t), C) + w(t)

Wi(t+1) « wi(t+1) + Gaussian(0, 62C?) //'Eq. (2)

my «— SecureMask(wi(t+1), pairwise_keys)

END FOR

agg < SumMasked({m}) // Masks cancel; only aggregate sum is revealed
med <« CoordinateMedian({wk(t+1)})

10. FOR each client k € S(t) DO

11. sk « CosineSimilarity(wi(t+1), med)

12. IF s <t THEN

13. weighty < sc/ T

14. ELSE

15. weighty < 1

16. END IF

17. END FOR

18. w(t+1) «— WeightedAverage(agg, {weighti}, {nc}) // Eq. (3)
19. RETURN w(t+1)

©CoNoaRrwWNE

4. System Architecture

The FedShield consists of four cooperating layers across the client organizations and the aggregating coordinating service:
a Local Data and Sensing Layer, a Local Training Layer, a Secure Communication Layer, and a Coordination and
Aggregation Layer. The separation also ensures that the cryptographic and privacy machinery are separated from the
underlying detection model, allowing the local model architecture to be changed without compromising the privacy or
security guarantees of the aggregation pipeline. It is shown in Figure 1.
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Figure 1. FedShield Architecture

4.1 Local Data and Sensing Layer

The network sensors and log collectors (NetFlow/IPFIX exporters, host-based endpoint agents, firewall or IDS event feeds)
deployed by each client SOC populate a local feature store. Feature extraction, normalization, and labeling (usually the
result of a combination of analyst triage and existing signature alerts) are all done inside the client's own network perimeter.
All parts of this layer are internal to the organization.

4.2 Local Training Layer

This layer receives the broadcasted global weights, and performs local training rounds using the hybrid convolutional-
recurrent detector presented in Section 3.2. It also does locally the update clipping and differential -privacy noise injection,
so that the gradients are never transferred out of client memory. By setting each client's own local epoch count and batch
size, to match the compute resources of that client, heterogeneous organizations, ranging from large enterprises to smaller
member institutions, can participate within their own client infrastructure's capabilities.

4.3 Secure Communication Layer

All client-to-server communication is done via mutually authenticated TLS channels. This layer also enforces the pairwise
key exchange and masking needed for secure aggregation, as well as the generation and dissemination of the ephemeral
pairwise key for each client which is used to mask an update before it is sent, and includes a sub-protocol for dropout-
recovery to correctly reconstruct the aggregate sum in the event that a portion of the clients drop out during a round.

38



Journal of Information and Cybersecurity, Vol.2026 No.1 ISSN: Pending Request

4.4 Coordination and Aggregation Layer

This layer is responsible for selecting the host for each round, implements the unmasking-by-summation and coordinate-
median poisoning filter in Algorithm 1, updates and versions the global model, and records round-level metadata (number
of hosts that participated in each round, aggregate similarity statistics, and privacy budget consumption) for auditing
purposes. Importantly, this layer never has access to plaintext individual client updates or to any raw traffic data, limiting
the impact of a potential compromise of the coordination service itself.

5. Experimental Results and Discussion

5.1 Experimental Setup

FedShield was evaluated in a simulated consortium environment built with a federated learning research toolkit,
orchestrating up to 100 simulated client organizations on a cluster of eight physical servers (dual 32-core AMD EPYC
processors, 256 GB RAM, and NVMe storage per node). Client datasets were constructed by partitioning the CIC-1DS2018
and N-BaloT network-traffic datasets into non-overlapping, non-11D shards, with each simulated organization assigned a
distinct and unequal mixture of benign traffic and attack categories to reflect the heterogeneity expected across real SOCs.
Unless otherwise noted, results are reported for a consortium of 40 clients participating in each round out of a pool of 100,
trained for 40 communication rounds with five local epochs per round.

Three baselines were used for comparison: (i) a signature-based intrusion detection system representative of legacy
deployments; (ii) a centralized deep-learning model of identical architecture trained on the union of all clients' raw data,
representing an accuracy ceiling unattainable without data pooling; and (iii) a local-only baseline in which each client trains
the same architecture independently on its own shard without any collaboration. Detection performance, communication
efficiency, the differential-privacy utility trade-off, poisoning resilience, and aggregation-layer scalability were each
evaluated separately.

5.2 Detection Performance Overview

Figure 2 compares detection accuracy and false-positive rate across the four evaluated approaches. FedShield achieved
97.3% detection accuracy with a 2.6% false-positive rate, approaching the 94.8% and 5.1% figures obtained by the
centralized baseline trained on identical but pooled raw data - a difference of only 2.5 percentage points in accuracy despite
FedShield never centralizing raw traffic. Local-only training, in contrast, plateaued at 88.2% accuracy with a substantially
higher 8.4% false-positive rate, reflecting the limited attack diversity visible to any single client's isolated shard. As
anticipated, the signature-based detection systems lagged behind all the learning-based systems because they could not
learn from fingerprints of attacks not encountered previously.
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Figure 2. Detection Accuracy and False-Positive Rate Across Signature-Based, Centralized, Local-Only, and FedShield
Approaches

5.3 Communication Efficiency and Convergence

Figure 3 shows the accuracy of the models in each communication round over time, for FedShield with and without
differential-privacy noise, compared to the baseline (local only). The accuracy of FedShield without DP constrains to a
value within about 30 rounds, while the accuracy of FedShield with DP constrains to a slightly lower level of accuracy and
the convergence happens a bit slower, which is similar to the added noise reducing the per-round signal-to-noise ratio for
each update that is aggregated. The local-only curve is less accurate in the later rounds, since there is a communication
delay, but it is more accurate in the early rounds, since no coordination overheads exist.
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Figure 3. Global Model Accuracy over Communication Rounds - FedShield with and without Differential Privacy versus
Local-Only Training

5.4 Privacy-Utility Trade-off

Table 1 and Figure 4 show the model accuracy when the clipping norm is fixed, and the Gaussian-noise multiplier sigma
in Equation (2) is varied to change the differential-privacy budget epsilon. As predicted, accuracy goes up monotonically
with epsilon, with diminishing returns beyond epsilon = ~6, when the accuracy curve starts to flatten towards the noise-
free upper bound of 97.3%. The operating point, epsilon = 4, which is commonly used in the differential-privacy literature
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to represent a meaningful level of privacy, has an accuracy of 94.1%, with only a loss of 3.2 percentage points compared
to the non-private configuration; this suggests that FedShield can provide a strong formal privacy guarantee at a relatively
low utility cost for this task.

—
97 3%

Global Model Accuracy (%)

86 . .
1 2 4 6 8 12 o (no DP)

Privacy Budget (g)

Figure 4. Privacy-Utility Trade-off: Global Model Accuracy as a Function of the Differential-Privacy Budget ()

Table 1. Differential-Privacy Budget versus Detection Accuracy and False-Positive Rate

Privacy Budget (g) Noise Multiplier ¢ Global Accuracy (%) False Positive Rate (%)
1 1.85 86.5 9.8
2 1.20 90.8 6.9
4 0.75 94.1 4.4
6 0.55 95.6 35
8 0.42 96.4 3.0
12 0.28 96.9 2.7
o (no DP) 0 97.3 2.6

5.5 Poisoning Resilience

To evaluate robustness against malicious participants, between 5% and 25% of simulated clients were configured to
perform a label-flipping attack, relabeling attack traffic as benign in their local training data before submitting updates.
Table 2 summarizes the resulting attack success rate - defined as the induced increase in false-negative rate on held-out
attack traffic - with and without the similarity-based filtering step of Algorithm 1 enabled.

Table 2. Label-Flipping Attack Success Rate With and Without Similarity-Based Update Filtering

Malicious Client Attack Success Rate (No Attack Success Rate Benign Accuracy
Fraction Filter) (FedShield Filter) Retained
5% 18.4% 1.1% 99.2%
10% 26.7% 1.9% 98.8%
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Malicious Client Attack Success Rate (No Attack Success Rate Benign Accuracy
Fraction Filter) (FedShield Filter) Retained
15% 34.2% 2.8% 98.1%
20% 38.9% 3.6% 97.4%
25% 41.3% 5.2% 96.6%

The similarity-based filter reduced attack success rates by roughly an order of magnitude across all tested malicious-client
fractions, while retaining over 96% of benign detection accuracy even when a quarter of the consortium was compromised.
Attack success rose gradually as the malicious fraction increased, since a larger share of colluding poisoned updates shifts
the coordinate-wise median used as the filtering reference, a known limitation of median-based robust aggregation that is
discussed further in Section 5.7.

5.6 Scalability with Consortium Size

Figure 5 reports aggregation throughput and end-to-end round-trip latency as the number of participating clients increases
from 5 to 100. Aggregation throughput scales approximately linearly up to around 60 clients, after which the growth rate
slows as pairwise-masking key-exchange overhead - which grows with the square of the number of clients in the naive
implementation - begins to dominate round time. Round-trip latency increases from 1.2 seconds at 5 clients to 5.5 seconds
at 100 clients, remaining within a range acceptable for periodic (rather than real-time) model updates, which is the typical
operating mode for consortium-wide threat-model refreshes.
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Figure 5. Aggregation Throughput and Round-Trip Latency versus Number of Participating Clients

6. Discussion

Taken together, these results indicate that FedShield closes most of the gap between fully isolated, local-only detection and
an idealized centralized model trained on pooled raw data, while never requiring that raw data to leave any participant's
premises. The privacy-utility analysis shows that a meaningful differential-privacy guarantee can be obtained for a modest
accuracy cost, and the poisoning-resilience results demonstrate that a lightweight similarity filter substantially blunts label-
flipping attacks, though its effectiveness degrades gracefully rather than catastrophically as the fraction of colluding
malicious clients grows. The scalability analysis suggests that the pairwise-masking secure-aggregation protocol, while

42



Journal of Information and Cybersecurity, Vol.2026 No.1 ISSN: Pending Request

effective at small-to-moderate consortium sizes, would benefit from a more communication-efficient secure-aggregation
variant - such as a tree-based or single-mask protocol - to support very large information-sharing communities exceeding
a few hundred members, a direction identified for future work.

7. Conclusion

This paper presented FedShield, a federated learning framework that enables multiple organizations to collaboratively train
a shared cyber threat detection model without exposing raw network or log data beyond their own infrastructure. By
combining a hybrid convolutional-recurrent local detector with secure pairwise-masked aggregation, calibrated differential
privacy, and a similarity-based poisoning filter, FedShield achieved 97.3% detection accuracy and a 2.6% false-positive
rate, within close range of a centralized upper-bound baseline and substantially ahead of isolated local-only training. The
framework retained 94.1% accuracy under a differential-privacy budget of epsilon equal to 4, and reduced the success rate
of simulated label-flipping poisoning attacks from over 40% to under 5% even when a quarter of participating clients were
compromised. The results indicate that federated learning, leveraging suitable cryptographic and statistical protection
measures, provides a viable basis for federating threat-intelligence across organizations in real-world scenarios with privacy
and regulatory requirements. Future research to be conducted will involve securing larger consortia with a more
communication efficient protocol than the pairwise-masking protocol, creating personalized federated models that use a
shared detector with a different mixture of threats for each client, and evaluating the system in a live multi-organization
deployment that is not simulated.
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